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* [ooa xpovia EUMELpLA EXOUV OTO
Xwpo tnc Aodaletag M2;

* oLl €Epya €XoUV UAOTIOLNOEL;
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Aoylopko Mpootaciac Atappoic AsSopévwy &

opendip

Data Loss Prevention

File Edit View History Bookmarks Tt el

* JUVOAO gpyaAeiwv Kot SLadLkooLlwy yLa T
StaoddaAion Twv evaicOntwv dedopévwy amno s a—
Slappor), Tpomomnoinon Kat npocfoon amno pn P e g T
g€0UOLOOOTNUEVOUC XPNOTEC

(o
P

View Results

| 1192.168.170.134-test-2.txt %
Results for 192.168.170.134 (WIN2K3BOX): b66- 66-6666

Open DLP e o

* AVOLKTO AOYLOULKO o

* NapakoAouBel Ta evaicOnta anobnkevpéva e :
dedopeva og oAOkANpo to Siktuo = =

* Artotpornn amno tuyxaia Stappon mAnpodoplwv = S —
EKTOC SIKTUOU 1) OKOTILLN KAOTI QUTWV MECW e

email, Stadiktiou, EEWTEPLKWV OUOKEUWV
amoBnKevonc, EKTUTIWTWYV K.O.

Source: https://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-
tool/

Done

Image Source: http://console-cowboys.blogspot.gr/2011/02/opendIlp-pass-
hash.html



http://console-cowboys.blogspot.gr/2011/02/opendlp-pass-hash.html
https://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
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NoyLouko Kpurmttoypadnonc Asdopevwy

0@ TrueCrypt ——

* Metddpoon twv dedopévwy o pia GAAn popdn e
N KwOLKO WOTE va gival npooBaotua HOVO aro
ge€ouoloboTNUEVA ATOLO TIOU £XOUV OTNV KATOXN =
TOUG £VOl LUOTLKO KAELSL i KWOLKO mpoofaong =

TrueCrypt —

* XpnoLuomoleital yia cuvexn kpumtoypadnon (on- ? s _—
the-fly). Mmopei va dnuioupynoetL Evav €LKOVIKO e T T
kpurtoypadnpeEvo Sloko PEoa o€ Eva apxelo N
Va Kpunrovpad)r’]osl éva 6lauépl0ua r’] Ohé Khnpn Image Source: https://en.wikipedia.org/wiki/TrueCrypt#/media/File: TrueCrypt_on_windows_vista.png
TN OUOKEUN amoBrnkevong A :

VeraCrypt “ R ——

* Anotelei olyxpovn €kdoon tou TrueCrypt Kot VeraCrypt = e
SlaBEtel BeATIOTOMOLNUEVEC EDOPUOYEC = |
KPUTTTOYPAPLKWV AELTOUPYLWY KOTOKEPUATIOHUOU L]

Kall Kpurttoypadnong, oL OToLeEG EVIOXUOUV TNV [ o]
amnodoon otig cuyxpovec CPU = o s s | ||

Source: https://sourceforge.net/projects/veracrypt/ Image Source: https:/en.wikipedia.org/wiki/TrueCrypt#/media/File:TrueCrypt_on windows_vista.png



https://en.wikipedia.org/wiki/TrueCrypt
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Kpurttoypadnon Mnvupatwyv HAektpovikoU Taxudpopeiov

* Kpunttoypadnon tTwv pnvupdatwy email ylo ﬁ/ G Nnu PG

npootacia ano un eéovclodotnuUevn xpnon =
File Edt View Help
et | 0ecpt ! Cewr
GnuPG 0 SigVerfyMode ~ © Enc/DecMode ¥ Synmetric ¥ Asymmetrc ¥ Advanced
Pasprase| Dnwouvonss | Recpens|Bjs@tts | Enc ToSe e Twofih &
* EMtpEneL TNV KpuTttoypadnon Ko Y T—
urtoypadr] Twv SE50UEVWY KaL TWV B J cpmcnmtmonumospons | 0 | Zniin
ETULKO LVWVLLV B % ey H
LADETEL EVAL EUEALKTO OUOTIHA SLAXEIPLONG - e el o
KAeLOLWV Kat vrtootnpen ywo S / MIME ko ) by i Opetn piogmar |
Secure Shell (SSh) ¥ Add Signature: Dt Deast §| 9 Cunge et ey [Hokoma |
Enter message to encrypt/decrypt

Source: https://www.gnupg.org/

Image Source: https://github.com/ryran/pyrite



https://github.com/ryran/pyrite
https://www.gnupg.org/
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Avayvwplon Mapaplacewv AeOOpEVWV

' ’ ’ ’ ] SNORT Report - Mozilla Firefox — =] 63
* Avayvwplon mepLoTatikwy apaBiacng evaiocOntwy TR ——ey
KOl EMTILOTEVTIKWY SeS0UEVWV €% 20 f [t pebgime: | [V a
|@) SNORT Report % \‘,_
Snort E \ g
* AoylouLko avixvevonc etoBoAwv (Intrusion Detection *zuﬂiqzui
System - IDS) avolktou kwdika Timetame: 20120408 134559 10 2120445 134720 toes of Taflc
Unlque SIQna.tuns 8 : g TCP (16444)
1 ’ ’ ! Number of Alerts: (1043)
* Auvatotnta avaAuong KukAodoplog o€ TPAYUOTLKO smhaAm.:lzlzjswozn E?;tﬁt’
XpéVO Latest Alert: 2012-04-08 21:15:39 S8 o N
Timeframe: & %% :
’ 7 ’ - s 5.58
* Kataypadn naketwyv o€ diktua Internet Protocol (IP) —
* AvaAuon mPWToKOAAoU, avalr)Tnon TEPLEXOUEVOU KoL etllby Sunatires
avtiotoiyxwon o
2 [portscan: UDP Fitered Portsweep
* Avixveuon emiBeocewyv, mpoonabelwv amoTUNwWong i : B T
AELTOUPYLKOU CUCTHATOC, GNHOCLOAOYLKWY e :
[z 1 [snot Alert [1:19187:0] [sid 10187]

emBeoswv URL, untepxeiliong buffer, k.a.

Page begun: April 15, 2012, 13:46:59

Source: https://www.snort.org/ Image Source: https://snort.en.lo4dd.com/



https://snort.en.lo4d.com/
https://www.snort.org/

[Mpootacia amno lovc

* Mpoypoppa UTTOAOYLOTH TIOU XPNOLUOTIOLE(TOlL
yla tTnv mpoAnyn, avixvevon Kol Katapynon
KaKOBoUAoOU AoyLOpLKOU

44, builder: sven)
S Ul

ClamAV

* Awpeav epyaleio AoyLOULKOU TIpoOTACLAC OTTO
LOUC, OVOLKTOU KWOLKA, TIOU ETUTPETEL TNV
aviyvevon mMoAAwV TUTIWV KakOBouAou
AoyLopikov. Miat armo Tic KUPLEC XPAOELG TOU
glval otouc Slakoplotéc aAAnoypadiac we
oapWTNC LOU NAEKTPOVIKOU Taxudpopeilou
SlakouLoTn

Source: https://www.clamav.net/ Image Source:
https://en.wikipedia.org/wiki/Clam_AntiVirus#/media/File:Clamav096.png



https://en.wikipedia.org/wiki/Clam_AntiVirus
https://www.clamav.net/
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AMEC ZNUOVTIKEC ATTALTHOELC

* Wevdwvuponoinon (Pseudonymization): AvtikaBLotd tnv TaUTOTNTA TOU UTTOKELUEVOU TWV
SeSOUEVWVY LLE TETOLO TPOTIO WOTE VA amaLToUvVTaL TPOoBeTeC MANPOPOPLEC YLa TNV EK VEOU
avayvwplon tou. O VEOG KaVoVIoUOG amaltel ta amodnkevpéva dedopéva yla Toug avOpwroug
gVTOG TNC EE va urmtoBaAAovtal eite oe Peudovupomnoinon eite oe MARPN ovwVUHOTOiNoN
(Anonymization)

Source: https://www.protegrity.com/pseudonymization-vs-anonymization-help-gdpr/

* Metadepopotnta twv Aedopévwy: H Lkavotnta Ta UTTOKEIPEVA TwV deSoUEVWY va €XOUV
HLEYOAUTEPO EAEYXO OTA TIPOCWTILKA TOUC dedopeva, LOLWCE yLa TNV EMAVOXPNOLUOTIOLN O] TOUC Kol
TN Slaxeiplon Toug A ya TNV evailayn HETOEL TaPOX WY UTINPECLWY

Source: https://www.itgovernance.eu/blog/en/the-gdpr-understanding-the-right-to-data-portability

* Aodalela NePLUETPOU: TO EUTAOUTIOUEVO OPLO TOU SIKTUOU TTOU UIopEL va TepLAaPAVEL TLC
akOAouBec mtuxec: border routers, firewalls, IDS, IPSs, cuokeuéc VPN, apXLTEKTOVLK) AOYLOULKOU,
DMZ ka ta urtodiktua ou €xouv UTtoBAnOel og Eleyxo

Source: http://www.informit.com/articles/article.aspx?p=376256



https://www.protegrity.com/pseudonymization-vs-anonymization-help-gdpr/
https://www.itgovernance.eu/blog/en/the-gdpr-understanding-the-right-to-data-portability
http://www.informit.com/articles/article.aspx?p=376256
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AAMEC ZNUAVTLIKEC ATTOLLTNOELG

* Yninpeoieg AmoBnkevonc kat Kowvn¢ Xpriong tou cloud: Yninpeoieg onwe to Dropbox, Box,
Microsoft OneDrive and Google Drive xpnotpomnoloUvtal eKTETAUEVA oo TTOAAOUC £pyalOEVOUC
VA ToV KOOHO. O VEOG KAVOVIOUOG QTTOLTEL OL ETIXELPROELS VA YVwpilouV TIC EDaPLOYEC
amnoBrkeuong kol xpriong tou cloud mou XPnNoLUOTIOLOUVTOL OO TOUG UTTAAARAOUC TOUC KOl Val
Staodpalifouv OTL oL umtnpeaoiec cloud mou xpnoLUomoLoUVTOL E(VaL CUMBATEC KOl EVOWOTWIEVEG
otlc Stadikaoiec GDPR

Source: https://www.clearswift.com/blog/2016/12/15/cloud-storage-file-sharing-apps-and-gdpr-could-get-ugly-fast

* Aodalela Epappoywv: MephapPBavet petpa tov AapBdavovtal yia tn BeAtiwon tng aoPpaAelag
HLag epoppoyng cuxva Le TNV EVPECN, TOV KABOPLOUO KAl TNV AITOTPOTIH TWV TPWTWV CNHUELWV
aodaleiog

Source: https://www.checkmarx.com/technology/application-security-testing/

* Aodalela kat Ataxeipion Kwntwv Zuokevwv


https://www.clearswift.com/blog/2016/12/15/cloud-storage-file-sharing-apps-and-gdpr-could-get-ugly-fast
https://www.checkmarx.com/technology/application-security-testing/
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[Mepa oo to GDPR / TKMA: To OWASP Top 10

Top 10 2013 Top 10 2017
Al —Injection Al —Injection
A2 - Broken Authentication and Session | A2 — Broken Authentication and Session
Management Management
A3 - Cross-Site Scripting (XSS) A3 — Cross-Site Scripting
A4 — Insecure Direct Object References A4 - Broken Access Control
A5 — Security Misconfiguration A5 - Security Misconfiguration
A6 — Sensitive Data Exposure A6 — Sensitive Data Exposure
A7 — Missing Function Level Access Control A7 - Insufficient Attack Protection
A8 — Cross-site Request Forgery (CSRF) A8 - Cross-site Request Forgery (CSRF)
A9 - Using Components with Known | A9 - Using Components with Known
Vulnerabilities Vulnerabilities
DTS UValidated Redirectsand Foarasiis| AL0 - Unprotected APls

15
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Metetetaoteol: loT (in)security

The JOY of Tech .. by Mitrozac & Snaggay

30 BUCKS IN

The Internet of ransomware things... e

THE NEXT TIME

YOU LEAVE, IT/LL
et COST YOU 100
A BUCKS TO GET

DE AR, BACK INTO THE

HOUSE, UNLESS
YOU GIVE ME

SEND ME $25S OR
ILL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPRPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.
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MeTta armo Alyo: ATTOUAKPUOUEVNC TIPOGBaonC SPOLOAOYNTEC VLA TIEPALTEPW
aéloAoynon He Evav capwtn Bupwv (port scanner)

TO-WR977

@ Iivbaon

« cC @ D& 554473 - O 2 ” i = c @ DB 791661393

IP Range: 195.80.116.186 to 195.80.116.186 IP Range o3
Hostname: e-estonia.com IPT Netmask % P> Start
P Ping Hostname Ports [4+] Web detect :
'@ 195.80.116.170 18ms [n/a] [n/aj [n/a] Ov. 9.
@ 195.80.116.171 16 ms [n/a] 443 [n/a] Kb wpboRaong
@ 195.80.116.172 38 ms [n/a) 80 Apachef2.2.16 (Debian)
@ 195.80.116.173 36 ms [n/a) 443 [n/a)
© 195.80.116.174 19ms [n/a] 80 [n/a]
@ 195.80.116.175  22ms [n/a) [n/a) [n/a)
@ 195.80.116.176 [n/a) [n/s) [n/s) [n/s) TO.Wo8T7
@ 195.80.116.177 [n/a) [n/s] [n/s} [n/s)
@ 195.80.116.178 [n/a) [n/s] [n/s) [n/s]
@ 195.80.116.179 688 ms [n/a) 80,443,8080 Apache/2.2.22 (Debian) « Neaxoproa Web Clent
@ 195.80.116.180 358 ms [n/a] 80 Apache/2.2.16 (Debian) =
© 195.80.116.181 22ms [n/a) 80,443 Apache [ X @ ) 37.6.25.248 - ) » = “— c w D 461265165V t veO9g » =
@ 195.80.116.182 18 ms 80 Apache/2.2.16 (Debian) - ——

p 195.80.116.183 17 ms 443 n/a; o W [ —
@ g A T » /2] please click icon to upgrade | = ‘

- To hitp://37.6.25.248 {yvén 10 dvoy o't s tov swbas npocfios vog, H wioodibe . |
©19580.116.185 |20 ms 443 [n/a) cvapiore HIGGHS" S s WebkitPlugin:
©195.80.116.186 |16 ms 80,443 [n/a) Ovopa yphem
Ready Display: All Threads: 0 KuoSudc mpdoBaonc - —
ok | [ Asspeson —

%> KOPY®AIEX ITIFMEX

Ano tov poutnti tov TEl Oscoaliag: Xpriotog ZépPag
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SAINT O Xaptnc¢ tov KuBepvoeykAnpatog

Deep Web Probes Dark Market Analysis
_ e Stolen Data:
Online: o Hacked Accounts
* Markets o Credit Cards
* Forums e CaaS: Crime as a
* Vendor Shops Service:
o Botnets
Offline: o Spam
 Cybercrime o Hackers for hire
Statistical Data o Malware
« Archived of Black o Bulletproof providers
Markets o Pharma programs ‘b
e General Black Market ch
Activity: @
o Posts @
o Members

NO

-
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SAINT: O Xaptnc touv KuBepvoeykAnUatog

TO ACCESS, CONTACT:
access@globalsecuritymap.com

@ lobal ety Map s CO @ Global Security Ma

There are a total of 145 ASs (Autononomous Systems) linked to this country. o
133 (91.7%) are registered to this country and, of these, 13 (9.0%) are Cyber Security Filter
S v Haware routed from another country. Ofthe ASs belonging to Greece, 12 (8.3%) ASs v sem v Maware
Badware v Bofnets are routed abroad of the country. Badware v Botnets
Phishing ~ # Cybercrime hubs
Current events The largest cyber security threat from Greece is spam with a HE-index of
e 167.5. The lowest threat are current events with a HE-index of 5.2.

Cyber Security Filter

Phishing ¥ Cybercrime hubs
Current events
SO heckall @ Uncheck all

HE Index Legend HE Index Legend

Latest headlines
HE Index contributions

Ranking over time

Greece (GR)

forcyber
‘securfy (HE-index) at 2017-09-13 (& higher rank equals worse securfy). The.
lowest ranking of Greece was 53 on 2014-09-06. The coutry's highest
ranking was observed on 2011-12-24, where he county ranied 216.

2014 2015 Jul 2016 Jul 2017 Jul

133 (94.7%) are registered fo this country and, of these, 13 (9.0%) are.
Touted fromrcther conty, Of e ASS bebngrg o Greece, 2(83%) ASs
are routed abroad of the country.

Exportas [#]xis lcsv Ggjsvg GHpng

GlobalSecurity
M Spam (43%),  Badware (24%), M Phishing (5%), M Walware (11%),

M Botnets (0%), M Crime hubs (17%), M Current events (1%)
a p lex over time

T st e seury e o e spam wiha e of
167.5.The owest threat are current events wih a HE-ndex of 5.2

Exportas @]xis (csv fgsvo @ong

http://globalsecuritymap.com/# . [ S

y
0 ™ | /
(2 /
L, /
P ‘ e
)
y

The Project is funded
by the European Union 20
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SAINT: O Xaptnc touv KuBepvoeykAnUatog

http://150.140.193.154:2080/saint/
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AvaAuon KOWwVIKwvV Olktuwv - Social
Network Analysis (SNA):

. o Twitter CSNA v.1 - Output 2
Twitter hastags frequency monitoring:

#bugs #bounties #malware #hacking #spam Hashtag time series
Hosint #deepweb #darkmarket R O

#vulnerability #0day #apt #rat #bot #c&c
#zombiepc #exploit #carders #phising #ddos
#stressers #backfoor #logicbomb #dox
#shell #blackhat #spoof #socialengineer
#trojan #rawsomware #crimeware #resolver
#scriptkiddie #root #rootkit #deface #XSS
#SQLinjection #bufferoverflow #hactivism
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GDPR is coming... Are we ready?

10-Day Privacy Flag Challenge

10 days, 10 sites, 10 friends

1. Download the Add-On via Chrome web store
and/or the App via Google Play

2. Evaluate at least one website/App each day

3. Get afriend to join the challenge!

/‘;'.-i - = N
P ot e ﬂ y ¢ o
[’ ‘4 = ! \] slath'/. !\ ¥
— ;U F=y —1 .q. o e -
l i =1 AL Co-funded by the Co-funded by the
e = g B - European Union Swiss Confederation

Help us make the Internet safer
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AvaAvon Kwvduvwv yua tnv Idwwtikotnta peow MNMAnBomnoplopouv

To Top25 Threat Matrix avaAUetoL avtopata 1 Kot
XELpOKivnTa

l:ﬂ
il | ©

24
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AvaAvon Kwvduvwv yua tnv Idwwtikotnta peow MNMAnBomnoplopouv
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AvaAlvon Kivduvwv yla tnv 10wwTtikotnta peow MNAnBomoplopou

- The problem to address m

1

O 0 N O

11
12
13

The Top25 Web Privacy Threat Matrix
| Theproblemtoaddress | Output |

Does the website provide data encryption (SSL/TLS)?

Does the website provide HSTS?

Is the encryption method (cipher suite) negotiated
between client and server considered as secure?

What information does the website/server directly learn
about a user (using forms)?

Does the website use a trustworthy certification chain?

Does the website use Certificate pinning?

Which communication parties is data transferred to?
Does the website use HTTP cookies?

Does the website use Third party cookies?

Does the site exploits users Web history?

Does the website use HTML5 Web SQL database
Does the website use LSOs?

Does the website use Supercookies?

True / False

True / False

True / False

submitted
information

True / False

True / False
list of parties
[0...n]
[0...n]
True / False
True / False
[0...n]
[0...n]

14

15

16

17

18

19

20

21

22

23

24

25

Does the website use technologies with known security issues - PDF?

Does the website use known fingerprinting techniques?

Does the website use technologies with known security issues -
Flash?

Does the website contain links to malicious sites (Google’s Safe
browsing API)?

Does the website use potentially dangerous advanced HTML5 APIs:
Web Audio API?

Does the website use potentially dangerous advanced HTML5 APIs:
WebRTC?

Does the website use potentially dangerous advanced HTML5 APIs:
Geolocation (GPS)?

Does the website use technologies with known security issues -
ActiveX?

Does the website use technologies with known security issues - Java?
Does the website use technologies with known security issues -
Silverlight?

Does the website use HTMLS5 Local Storage?

Does the website comply with any known privacy policy eTrust, P3P,
published privacy policy?

CEE

True / False
[0...n]
True / False
[0...n]
True / False
True / False
True / False
True / False
True / False

True / False
True / False

True / False

26
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MNapatnpnthplo ywa tnv Aopaiela kat [dtwtikotnta oto
Awadiktuo

e http://app.privacyflag.eu:2080/privacy/addon/observatory.php

* TexvoAoyieg LOLWTLKOTNTOC LE LA LaTLA

ThrdPrty

60 . mean score: - 53.341
“» 45
o
3
Websites that provide data encryption (SSL/TLS) 8
s 30
@
@® YES 2
® NO < 15
0
HTTP Third-Party
Type of Cookie
S0 —HTTP
Cookies
m
< 56
8 2016-12-01 16:00:51
NO a HTTP Cookies: 51
o 5 52
409 (78.7%) <
5
£ 48
=

27


http://app.privacyflag.eu:2080/privacy/addon/observatory.php
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oo TN TP & YTIONE SETANAX

2UUTIEpACUOTAL

Ta 6ebopéva oag evoExeTal va elval poiov, alAd n
aodAAELQ KOL N TIPOOTACLO TIPOCWTILKWV dedopévwy eival
uLa Stadikaoio mou Sev amoteAel tpoidv

To GDPR &ev eival 1o T€A0OG TOU KOGUOU

Euniotoolvn o€ emayyeAHaTies - ATtodpUYETE TOUG
EPAOLTEXVEC

"NoBepan, Ho npoBepsan" {Doveryai, no proveryai}
(epruotédou, aAAd smBsBaiwos)

= Evenmne has a plan,
"'.'4 = -l ﬂleﬁ el -

= punched.int emnum'

t ———
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